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Publlc Key Infrastrukturen
Protecting your private bits

® Alice und Bob, oder auch nicht

e C(ertificate Authorities (CAs) stellen Zertifikate
aus — an end entities (User/Server) oder CAs

® /ertifikatsantrag + Vertrauen + Freigabe =
Zertitikat

® hierarchische Strukturierung von CAs
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OpenXPKI features

All the best, for free

® [ nterprise Features, nicht die typische b5-
Minuten CA fir das Heim-VPN

® CA rollover flr kontinuierlichen Betrieb

CA 1 Certificate Validity
. 4

EE Certificate

| CA 2 Certificate Validity
¢
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OpenXPKI features

All the best, for free

e PKlrealms~Multimandantentahigkeit

OpenXPKI Server

PKI Realms Employee CA Server CA Customer CA

-

Issuing CAs m m &
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OpenXPKI Features
All the best, for free

® Support fur professionelle Backends: HSM,
RDBMS, LDAP, ...

e |18N: Englisch, Deutsch, Russisch

e Konfigurationsvererbung (<tag super="../../foo">)
® Request-Tracker-Anbindung

® lexibilitat durch Worktlows

® |[nterfaces: Web, SCEP, Perl

® Smartcard-Personalisierung
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Workflows
Beispiel Zertifikatsantrag

® Wie sieht esfur den User aus?

® /ugritt uber ein Webintertace
® [rstellung durch Browser (SPKAC/ XEnroll)
o PKCS#10-Upload
® Schlusselgenerierung auf der CA

® Und so sieht’s aus (ungetahr) ...
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00

Open

Home | Request

Certificate Signing
Request (CSR)

Smartcard
personalization
Certificate Revocation
Request (CRR)

Bulk certificate
request

Workflows

Zertifikatsantrag: User Interface

OpenXPKl - Vimperator =]

sern 0

Download | Search | Logout

Choose a role

Please choose the role for which you would like to request a certificate.

[ Web Server H‘-]
Ii[}k'.-:l Iires.et:l

© 2006-2008 The OpenXPKI Project

https://127.0.0.1:8443/service/create csr/index.html?; menu lewvel=1l; 1 [1/1] All ﬂ']'.ﬂ.ﬂ.i:ﬂ-lﬂi @ E}

v
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Workflows
Zertifikatsantrag: User Interface

r S00 OpenXPKl - Vimperator ) k

Feedback | About

"
Open | a | User | Test Dummy CA

Search
Home | Request | Download | Search | Logout

Certificate Signing Choose a naming style
Request (CSR)

Smartcard
personalization

Certificate Revocation

Please choose a style for the certificate’'s name.
Depending on the style, you'll be asked for more or less

Request (CRR) information which will be included in the certificate.
Bulk certificate
request | Basic TLS style 1)

Basic TLS style

Advanced naming style

ik

Ll
httpa://127.0.0.1:8443/8ervice/create csr/index.html [+] [1/1] All 127.0.0.1:B8443 i @ EJ
-- INSERT -- y
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Workflows

Zertifikatsantrag: User Interface

00

L]
Open

Home | Request |

Certificate Signing
Request (CSR)

Smartcard
personalization
Certificate Revocation
Request (CRR)

Bulk certificate
request

OpenXPkl - Vimperator 2 1

Feedback | About
a | User | Test Dummy CA

Search

Download Search | Logout

Select the way of the key
generation

Please choose one of the following available options for the key
generation. This is important because this influence the next steps.
The options can mean really different things. So please read the
descriptions carefully.

Microsoft Internet Explorer
Serverside key generation
PRCSE10

Automatic browser detection

r

ration is used if you use a Microsoft Internet
Explorer and you want to use your browser to generate the key
on your client side.

[

https://127.0.0.1:8443/8ervice/create csr/index.html [+] [1/1] All 127.0.0.1:8443 i @ E‘J

== IMSERT =--
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Workflows

Zertifikatsantrag: User Interface

‘800

Open

Home | Request

Certificate Signing
Request (CSR)
Smartcard
personalization

Certificate Revocation
Request (CRR)

Bulk certificate
request

OpenXPKI - Vimperator =

o

Download | Search | Logout

Creating the name of the certificate

The name of the certificate is build from the values of the following form fields. Please enter
the required information. If you are not sure about what to enter then please read the
descriptions of the fields at the end of this page.

Hostname
Port (optional)

fully.qualified.example.com

Descriptions of the form fields

Hostname

This is the (fully gualified) hostname

Port
The (TCP) port that is used with the certificate

& 2006-2008 The OpenXPKI Project

https://127.0.0.1:8443/service/create csr/index.html [+]
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Workflows
Zertifikatsantrag: User Interface

- 00 OpenXPKI - Vimperator —

Open

sarn g

Home | Request | Download | Search | Logout

Certificate Signing Additional information
Request (CSR)

Smartcard
personalization

Certificate Revocation

Please enter now some additional information.

Phone
Request (CRR)
Bulk certificate
request

Comment

(DK:] (resetj

PR

Link: https://127.0.0.1:8443/service/info/download.html?; menu leve [1/1] All 127.0.0.1:8443 E @ E‘]

P
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e00

Open

Home | Request

Certificate Signing
Request (CSR)
Smartcard
personalization
Certificate Revocation
Request (CRR)

Bulk certificate
request

OpenXPKl - Vimperator

Download

Create private key

[ High Grade

https://127.0.0.1:8443/service/create csr/index. html [4

mrmcd 111D, 7. September 2008, Darmstadt
Open Source Public Key Infrastrukturen mit OpenXPKI

€ 2006-2008 The OpenXPKI Project

=)

sean

In the last step, please choose the key length of your
private key. Your browser will generate a new SPKAC key
for you and submit the certificate request to the CA.

NoXoX:)

R
e O DEIN

o Key Generation in progress... This may take a few minutes.. .

Workflows
Zertifikatsantrag: User Interface

OpenXPK| - Vimperator ()

Please wait...

Home | Request | Download | Search | Logout

Certificate Signing
Request (CSR)

Smartcard
personalization

Certificate Revocation

Request (CRR)

Bulk certificate
request

Create private key

In the last step, please choose the key length of your
private key. Your browser will generate a new SPKAC key
for you and submit the certificate request to the CA.

[ High Grade I-H

& 2006-2008 The OpenXPKI Project
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Workflows
Visualisierung mit GraphViz

(07| e

creafe_csr
if ACL::create_csr

CREATED

/ null2 X
" if server_key_generation

States

L]
SERVER_KEY_GENERATION

v
v

enerate_ke “ ol
9 ey ; if Iserver_key_generation

h

KEY_GENERATED

\ generate_pkes10 /

\

approve_cs

cancel_csr_approval
if ACL::approve_csr

if ACL::cancel_csr_approval

approve_csr
if ACL::approve_csr

reject_csr
if ACL::reject_csr

persist_csr

reject_csr
if ACL::persist_csr && Condifion::check_csr_approvals

if ACL::reject_csr

(SR_PERSISTED

REJECTED

:
|
1fork_cert_issuance

SLEEPING_FOR_CHILD

3 sleep_for_child

i
CHECK_CHILD_FINISHED

null
if wf_child_instance_finished

Certificate Signing Request Workflow
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Workflows
Visualisierung mit GraphViz

3 create_csr

3 if ACL::create_csr
| CREATED |.
/ null2 X
" if server_key_generation

'
' \

L]
SERVER_KEY_GENERATION

v
v

|
! null

! if Iserver_key_generation

|

h

generate_key

KEY_GENERATED

\ generate_pkes10 /

\
,

change_details
[ if ACL::change_csr_role

Activities (it condition)

cancel_csr_approval
if ACL::cancel_csr_approval

approve_csr
if ACL::approve_csr

approve_csr
if ACL::approve_csr

reject_csr
if ACL::reject_csr

persist_csr
if ACL::persist_csr && Condifion::check_csr_approvals

reject_csr
if ACL::reject_csr

(SR_PERSISTED

REJECTED

:
| |
1fork_cert_issuance null

SLEEPING_FOR_CHILD —

3 sleep_for_child

i
CHECK_CHILD_FINISHED

null
if wf_child_instance_finished

Certificate Signing Request Workflow
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Workflows
Visualisierung mit GraphViz

7

. » change_details

ol PENDING [ if ACL::change_details
/"‘;\\\

null2 .
‘,’ if server_key_generation .

\
SERVER_KEY_GENERATION

approve_csr cancel_csr_approval
it ACL::approve_csr / if ACL::cancel_csr_approval

null

generate_key ! if Iserver_key_generation

KEY_GENERATED

\ generate_pkes10

7 change_details
[ if ACL::change_csr_role

approve_csr reject_csr
APPROVAL | if ACL::approve_csr it ACL::reject_csr

cancel_csr_approval
if ACL::cancel_csr_approval

approve_csr
if ACL::approve_csr

approve_csr
if ACL::approve_csr

APPROVAL >

persist_csr
if ACL::persisi\gsr && Condifion::check_csr_approvals

reject_csr
if ACL::reject_csr

persist_csr reject_csr
A(L::persist_csr && Condition::check_csr_approvals it ACL::reject_csr

(SR_PERSISTED

:
|
1fork_cert_issuance
|

SLEEPING_FOR_CHILD —

3 sleep_for_child

1 n
3 if wf_child_instance_finished

(SR_PERSISTED

Flexibles Approval[seede

Certificate Signing Request Workflow
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Workflows
XML-Konfiguration

<state name= >
<action name=
resulting state=
<condition name=
<condition name=
</action>
<action name=
resulting state=
<condition name=
</action>
<action name=
resulting state=
<condition name=
</action>
<action name=
resulting state=
<condition name=
</action>
</state>
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a snippet from workflo
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Workflows

ganz unten: Perl & Workflow.pm

18 sub execute {

19 my $self = shift;

20 my Sworkflow = shift;

21 my Scontext = Sworkflow->context () ;
22

23 my Stype = Scontext->param

24 my S$profile = $Scontext->param

25

26 [ ... ]
2°7

28 $dbi->insert (

29 =>

30 => {

31 => $Spki realm,
32 => $csr serial,
33 => Sdata,

34

35 } o

36 ) ;

37 $dbi->commit () ;

38 $context->param ( => $csr_serial);
39 }

mrmcd111b, 7. September 2008, Darmstadt
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Worum geht’s?

e SCEP = Simple Certificate Enrollment Protocol

® |ETF-Draft ausgehend von Cisco

® Protokoll um automatisch Zertitikate zu
beantragen oder zu erneueren

o PKCS#10 in PKCS#7 Uber HT TP (kdnnte also
schlimmer sein ...)

® [nvielen Hardware-Devices eingebaut

mrmcd 111b, 7. September 2008, Darmstadt
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Die Motivation

® Alternative: manueller Prozess:

® /ecrtifikat anfordern, installieren, Ablaufdatum in
den Kalender eintragen (wahrscheinlich
mindestens den vom nachsten Jahr)

® \or dem Ablautdatum: gleiche Prozedur
® wiederholen ...

® ziemlich unmaglich fur groBe Installationen

mrmcd 111b, 7. September 2008, Darmstadt
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unter Unix mit sscep

CA-Zertifikate vom SCEP-Server anfordern

‘@06 Default =
Erinidad:~ L11nLI sscep gekca -u htkbp://127.0.0,1:8042/cq1-bin/scep -
sscep: requeskting CA cerkbificake

valid response from server
sscep: found cerktificate with
subjeck: /DC=org/DC=0pen=<PKI/0U=Development/UID=scep/CN=5SCEP Teskserver
1ssuer: fC=DE/C=Local Teskt/COU=PKI/CH=Local Test Rook DM
usage: kKey EnciphPPmPnr
MDS fingerprink: B7 8109 DA 7O 77 ADEGS 114 30 ED: 67 EG: T

sscep: cerbificakte wriktken as cacert-@ Flngerprlnts

sscep: found cerkbificate wikh

subject: fC=DE/O=Local Test/OU=PKI/CM=Local Teskt Rook DUMMY CA 2 U b e rp ru-fe n

1ssuer: fC=DE/O=Local Test/OU=PKI/CMN=Local Test Rookt DUMMY CA 2

usage: Cerbificake Sign, CRL S1gn ( 't 'F b nd)

MDS fingerprint: [S9IEDGFEIFSiF3:94:21 B2 71 8F (D1 BG 6A1CICE S ()lJ () Ei
sscep: cerbificake weitkten as cacert-1

Erinidad:~ klinks$ I

mrmcd 111b, 7. September 2008, Darmstadt
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SCEP

Zertitikatsantrag an die CA schicken

L &S Oe Default e

Erinidad:~ klink$ sscep enroll -u htkp://127.0,0,1:8042/cq1-binfscep - cacerkb-0

-k client_key pem -r clienE_req.pem -1 my_certificakte, pem -E 38 -n 1

sscep: sending cerktificakte request
szcep: valid responze from server

sscep: pkistatus: PEMDING

Mit einem vorher
generierten

Schlussel und
PKCS#10-File

mrmcd111b, 7. September 2008, Darmstadt
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SCEP

Zertifikatsantrag an die CA schicken

rf} O Default =]

Erinidad:~ klink$ sscep enroll -u htkp://127.0,0,1:8042/cq1-binfscep - cacerkb-0
-k clienkt_key, pem -r client_req.pem -1 my_cerktificake, pem -E 10

: zending cerkbificake request

: wvalid response from server

: pkiskatus: | PENDING

: requeskting cerbificate (#1)

: walid response from server

! pkiskatus: | PENDING

: requesting cerbificate (#2)

: walid response from server

: pkiskatus: | PENDING

: requeskting cerbificate (#3)

: walid response from server

! pkiskatus: [SUHCCESS

- : cerkbificakte wrikken as my_cerktificate
trinidad:~ klinks ||

mrmcd 111b, 7. September 2008, Darmstadt
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... SChon wieder Workflows
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... SChon wieder Workflows

Approval:

\

\ .
cliunge_detulls
cert iFAC :\:chunge_detuils

cancel_csr_approval
\ it ACL::cancel_csr_approval

PENDING

~b

_cert

approve_csr
if ACL::approve_csr

aprove_csr
it ACL\approve_csr

persist_csr

APPROVAL it ACL::persist_csr && Condition::check_csr_approvals

mrmcd 111b, 7. September 2008, Darmstadt
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Alternativen
o PKIX-CMP (Certificate Management Protocol)

® standardisiert in RFC 4210, 4211, aber sehr
wenig benutzt ...

e CMC (CM over CMS, kein Transport definiert)

e RFC 279", wird von Microsoft CA mit COM/
DCOM als proprietarem Transport genutzt

e Support in OpenXPKIl wére super, da wir so
einfach eine MS CA flur Domain-Controller-
Enrollment ersetzen konnten

mrmcd 111b, 7. September 2008, Darmstadt
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Hilfswerkzeug: CertNanny

® Automatisches Renewal von Zertifikaten und
Austausch im Keystore (SCEP + Signatur mit
dem "alten” Zertifikat)

® Verfugbar auf Unix (getestet: Linux, AlX, Solaris,
Darwin), Win32, Tandem NonStop

® Arbeitet mit OpenSSL-Schltsseln, PKCS#8, Java
Keystores, IBM GSKit, Windows Certificate Store,
PKCS#12

® weit verbreitet in einer groBen Bank

mrmcd 111b, 7. September 2008, Darmstadt
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Smartcard Personalisierung
Wofur eigentlich Smartcards?

® Authentisierung:

® Smartcard logon

e (W)LAN (802.1x)

® Fileserver-Verschlusselung (outsourcing!)
® (E-Mail)-Encryption

® .aber: Problem Key Recovery

mrmcd 111b, 7. September 2008, Darmstadt
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Smartcard Personalisierung
Warum Self-Service-Personalisierung?

® Fine groBBe Anzahl Karten in einen
funktionstahigen Zustand bringen:

® selbst machen ...
® ... oder es die Benutzer machen lassen

® Datallt die Entscheidung leicht :-)

® User braucht nur lE, Smartcard-Treiber und ein
bisschen Zeit — screencast

mrmcd 111b, 7. September 2008, Darmstadt
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Dle Zukunft von OpenXPKIi

Releases und neue Ildeen

® trstes Release "real soon now” (dieses Jahr)

® Dokumentation (Wiki statt DocBook)

® [esten, testen, testen

® mittelfristig:
® Anbindung an Tivoli, Nagios, ...
® (luster-Support

® Neue Live-CD-Version

mrmcd 111b, 7. September 2008, Darmstadt
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Support

Wenn RTFM nicht weiterhiift ...

® | eiderist die Dokumentation noch nicht fertig ...

® .. aber selbst wenn sie es irgendwann ist, ist
OpenXPKIlimmer noch ziemlich komplex

® Support Uber die Mailingliste: openxpki-
users@lists.sf.net, Sourceforge Tracker

® #openxpkiim Freenode-Netz

® Cynops GmbH bietet auch kommerziellen Support
an ... --)

mrmcd 111b, 7. September 2008, Darmstadt
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Hackers wanted
Use it, break it, enhance it ...

® \Virsind immer auf der Suche nach neuen Leuten

® Entwicklern

® Bug”H"H"H Feature-Reportern :-)
® | eute, die gerne WITFM betreiben
® | eute, die gerne Exploits finden

® | cute, die SCEP-Hardware besitzen

® (leich, oder spater: openxpki-devel@lists.sf.net

mrmcd 111b, 7. September 2008, Darmstadt
Open Source Public Key Infrastrukturen mit OpenXPKI



/'\ ‘
@ CyNOPS GMDBH o NEtWOTrk SECUTITY ENGINEEIING trriiiiiiiit ettt e e

Fragen?
Kommentare? Konfusion?

® Jetztist Zeit dafur ...

® Aber gerne auch noch spater:

® hier oder via a.klink@cynops.de

® Danke fur Eure Zeit!
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